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RESTORE
PRIVACY

New Linkedln Data Leak Leaves 700
Million Users Exposed

June 27, 2021 By Sven Taylor — 31 Comments

Data from 700 million LinkedIn users has been put up for sale online, making this one of the largest

Linkedin data leaks to date. After analyzing the data and making contact with the seller, we have
updated this article with more information, including how the data was obtained and the possible

impact on Linkedin users.

Messenger - News Info

Essential Privacy Guides:
Secure Browsers

Private Search Engines
Secure Email

Best Password Managers
Secure Messaging Services
Best Ad Blockers

Best VPN Services

Secure Cloud Storage

Privacy & Security Guides:
Privacy Tools

Alternatives to Google Products

Firefox Privacy Modifications

Five Eyes, 9 Eyes, 14 Eyes Spying

Browser Fingerprinting

Is Tor Safe?

Alternatives to Gmail

VPN vs Tor

Alternatives to WhatsApp

Is Your Antivirus Spying on You?

Controlling Communication

Channels is Crucial for Privacy

Anonymity Networks: VPNs, Tor,

and 12P

How to Really Be Anonymous

Online
Private and Anonymous

Payments

Secure Email Reviews:

RestorePrivacy: Your LinkedIn Data are on sale!
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S ‘ Steiger Legal

Current profile Competencies Publications media Contact

Data leak on LinkedIn: This is how those Contact
affected receive information and, if ne- Emailinfo@steigerlegalch
Cessary, Compensation Telephone +41 44 53313 60

Steiger Legal AG
Florastrasse
8008 Zurich
Switzerland

July 5, 2021- Martin Steiger, attorney

Contactaddresses —

Newsletter

Don't miss the latest news and tips:

| e |

The data of around 700 million LinkedIn users has been tapped and is offered for sale
on the Darknet. This means that around 93 percent of LinkedIn users are affected by
thedataleak.

Seek legal advice for claiming financial compensation by LinkedIn
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Wir sind spendenfinanziert. Unterstitze auch Du unsere Arbeit mit deiner Spende.

Digital trade

Tech industry pushes Europe for WTO data flows deal

Documents reveal the lobbying push by Microsoft, Google and other tech giants to influence

secretive trade talks that could change the future of the internet.

30.06.2021 um 08:05 Uhr - Alexander Fanta - in Netze - keine Erganzungen
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In the mean time.....
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Strengthening civil society together m
By Kire on06/04/2021in general

The advancing digitization affects more and

more areas of our society. Like other %%@‘:::‘ %%@
-

technological developments, it has Name (optional)

Newsletter

advantages and disadvantages. In addition

e-mail
to politics, civil society is therefore called ADVOCAC% &l
upon to demand the best possible benefit unsubscribe
for the general public and to counterbalance

business and interest groups. To this end, %% o2ele % @S
@

we are launching the “Politpulse” project.

service

> Guide to "Digital Aikido"

> Data information requests
> Public DNS resolvers

> Leaflet Public WLAN

Through Politpulse, civil society should be « Advocacy » - Ron Mader , CC BY-SA 2.0
able to participate more actively and

comprehensively in the social discourse and

the political process.

Digitale Gesellschaft: Politpulse project is launched!
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First experiences with the information
service

With the revision of the Ordinance on Internet Domains, the rules for using the WHOIS
service have now changed fundamentally. Only people with an overriding legitimate
interest will receive information about the holder’s personal data.

Text: Angelo Marchetta, published on 05.07.2021

SWITCH is responsible for operating the .ch internet domain. The foundation manages and updates a

database containing all information on the domain names, which it requires to exercise its function as

the registry operator. The "WHOIS' service used to be a public information source which made the

personal data of the holders and technical contacts accessible to all interested parties. Since the ﬁ
revision of the Ordinance on Internet Domains (VID) came into effect on 1 January 2021, Switzerland &N
has undergone a major system change. Only people who can credibly show that they have an w

overriding legitimate interest are given access to the personal data of the holder of a specific domain 0
name.

Angelo Marchetta

Angelo Marchetta joined SWITCH as
a Legal Counsel in October 2019. He
studied law at the University of
Zurich. Before joining SWITCH, he
worked for an international business
law firm, at a district court in the
canton of Zurich and in consulting.
He focuses on information and
communication law.

E-mail

SWITCH: New ordinance that supports the WHOIS information of web site owners



11 p=p foundation Retweeted
11 Framasoft Retweeted

P=p community @pEp Community - Jun 9 . i
@ .
. In @inside _it: "[...] Mails werden prinzipiell offen versendet, die End-User ﬁ The Tor Project & @torproject - 15h
] [E]xplizite’ Mailverschliisselung fristet heute > ) NEW RELEASE: Tor Browser 10.5.
blog.torproject.org/new-release-to...

e/post/sind-a...

machen hier nicht vorwarts. [...
ein Schattendasein.” inside-it.ch/

Tor Browser 10.5 is focused on improving the internet access of users

Wer vorwérts machen will, probiere p=p aus!
connecting through Tor in censored contexts.

What's new? Here's a thread.

forThunderbird

M=

Privacy by Default.

. Tor Browser 10.5

p=p for Thunderbird
Easy and fully automated email encryption with p=p for Thunderbird.
& pep.software

) 3 11 108 Q 222 Oy
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Free software tools for encyprtion are evolving!
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v @Nextclouders
¥ ! Nextcloud 22 is here!

(O custom groups in Contacts

~/ Approval workflow & PDF signing
Collectives: knowledge management

* Integrated chat with tasks

@ in Calendar & much, much more!

Hello world

Nextcloud Hub 22 introduces approval workflows, integrated knowledge mana...

Nextcloud is the most deployed on-premises file share and collaboration
platform. Access & collaborate across your devices. Your data remains under ...
& nextcloud.com

11 PeerTube Retweeted
Médias-Cité

@mediascite
pager

Lancement de la chaine vidéo "Reboute" par
I'association @Labomedia ou arts et technologies
(ré)appropriés pour des usages plus écologiques et
plus éthiques. Les infos ici : medias-
cite.coop/lancement-de-|...

.
srebdute_

1:11 PM - Jun 17, 2021 - Twitter Web App

And alternative free software platforms also!



Geneva Press Club @genevapressclub - Jun 4
Sign the Geneva Call to Free Assange here: pressclub.ch And watch
the video of the moving testimony of Assange's fiancée and the brilliant
speech of @NilsMelzer #HumanRights #GVA_FreeAssange
@genevapressclub pressclub.ch/gva-freeassang...

)

QO 19 11 337

% 7 Erection of a temporary monument to three famous American whistleblowers
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In the digital frenzy

It vibrates, rings, pings and lights up all the time. Smartphones cast a spell over us, we can't get
away from their screens. What is the always-on culture doing to us?

06/14/2021

A lI] share D 253 posts

Prelude

Free trial reading for
21 days.

Sign up and read the full series.

=

i agree with the privacy regulations in
agreement.

Me, my smartphone Promise

In five personal essays, the series “Im Wasn't freedom the promise? What has
digital intoxication” explores the become of it: constant control, driven,
question: How have the 20,000 hours of exhaustion. We're caught up in the web
her life that our author stared at mobile and we're still spending more time on
phone screens changed her thoughts, screens. Were we naive when we let

Republik.ch: What is the always-on culture doing to us?
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